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[57] ABSTRACT 

A layered session data unit frame (300) is provided 
wherein a first frame (200), designated a session data 



unitC-*SDU"), containing user information (209), a link 
(control field (205) and an encryption field (207), is di- 
vided into a plurality of smaller frames (321, 323), each 
having an information field and designated a link data 
unit("LDU"), According to the invention, the SDU 
user information (209) is allocated into the information 
fields_(211, 213) T of ( the plurality of LDU's-JThe SDU^ 
UnkcOTUrol field (205) is divided into *a plurality of j 
su^fielBs and imbedded into the information fields of a 
first group of LDU's. The SDU encryption field (207) is 
divided into a plurality of sub-fields and imbedded into 
the information fields of a second group of LDU's. The 
sub-fields may be distributed throughout the LDU's in a 
generally uniform fashion. For instance,_where the user 
information comprises coded voice words, the sub- 
fields may be separated by 30 msec words such that 
voice may be produced during the transmission of the 
field without any audio delay. 
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must be inserted into the data stream in an efficient 
LAYERED SESSION DATA UNIT FRAME manner. 

A key problem faced by an RF communication sys- 
TECHNICAL FIELD tem using a prior art frame (200) is to provide synchro- 

This application relates to data frame structures. 5 nization capability for the encryption so that the receiv- 
ers can synchronize their decryption in the middle of 
BACKGROUND OF THE INVENTION the message. This occurs for radios that are scanning as 

The success of any digitally-based radio frequency well as radios that experience a fade at the beginning of 
("RF**) communications system is dependent upon the the message. 

structures that are used to create, store, transfer, and 10 Cryptographic synchronization requires at least 64 
modify data used within that system. This is particularly bits and up to 94 bits of information depending on the 
true when the user data may be encrypted. As is known, cryptographic system being employed. Performance at 
there are several difficulties with such structures, or error rates up to 10% are desirable. If a rate i code is 
frames. First, in order to guarantee that the RF commu- used to provide error correction then at least 1 88 bits of 
nications link is established and maintained it is impor- 15 embedded signalling are necessary for synchronization 
tant to include as much addressing and control for the and the signalling is likely to work only up to 5% bit 
RF repeater as possible. Second, an encrypted message error rate (hereinafter "BER"). The provision of 188 
requires a separate synchronization data field to allow bits of signalling is sufficient to require a large frame 
listeners to re-synchronize their encryption algorithms structure made up of several frames of VSELP voice 
as often as possible without using excessive channel 20 data> each V SELP data frame occupying at least 144 

Ca| ?? ity -' i!BW-r*- -vinm - u - ^ , tu bits ' For existing radio systems, the esync field (207) 

A typical?RF^system;(100) is shown in FIG. 1. There provides 288 bits in order to pass at least 94 bits of 

is shown a repeater (10), a first mobile unit (11), and a information 

second mobile unit (12). As shown, the first mobile unit Those readers who desire further information on 

transmits in^und frames to the repeater via an inbound 25 VS£Lp m ^ ^ foUowin u g 

channe (16), and the repeater transmit outbound ..^^ s h Havin M ^ Ve ctor Exci- 

frames to the second mobile umt via an outbound chan- ^ Sou £^ fa A Gersonfu.S Pat. No. 4,817,157, 

nel (17). In FIG. 1, it is assumed that the first mobile :„ mtkA \m~- igoq - a «tvL* i c i. ^ i i, 

transmits the inbound frame (18) to the repeater which, 'v , ' * -J^?*"? ?*? ? V " 

after processing, transmits it as the outboJnd frame (19) 30 ^ 2^ 

to the second mobile. m > US * Pat ^ !s * ued Jan - 23 ' 199a Both 

Referring now at the inbound frame (18), the frame ^ lgn ?? c t0 Motorola ' l ™ u . 

consists of a signalling mark (20), a network access code . ^ foregomg U.S. patents are hereby incorporated 

(22), an inbound link control field (13), an encryption by reference. 

synchronization field (24), and an encrypted voice field 35 r " ls possible to reduce the channel capacity burden 

(26). Likewise, the outbound frame (19) consists of a for . ^ bv inserting the esync message every 10 to 20 

signalling mark (21), a network access code (23), an vo,cc frames - In ^ wav > the channel capacity required 

outbound link control field (14), an encryption synchro- for ^V* 10 0411 reduced to a fraction of the capacity 

nization field (25), and an encrypted voice field (27). allocated to voice. This has the effect of spreading out 

As is known in the art, the repeater will normally 40 tnc ^y 110 over a time interval ranging from j second 

repeat the link control field. In this case, the inbound ( 333 milliseconds) to more than 1 second, 

link control field (13) will be identical to the outbound Current systems provide an esync for every 12 voice 

link control field (14). Optionally, however, the re- frames, each frame encoding 30 millisecond of speech, 

peater may delete or delay the inbound link control field ™ s provides a re-sync every 360 millisecond. If the 

(13) to insert a priority outbound link control field (14). 45 ***** control (205) and addressing information (103) 

In this case, the inbound and outbound link control were distributed over the same intervals, then very 

fields will be different. As is known, the repeater never substantial delays for data link signals would be in- 

alters the encryption synchronization field. curred to the detriment of a total system with many 

Note that, since there are two links, an inbound and other services besides encrypted voice, 

an outbound, the inbound link control field (13) and the 50 Therefore, it is desirable to provide an improved 

outbound link control field (14) are not necessarily the frame structure. 

Tiypical frame (200). as in the prior art, that may be SUMMARY OF THE INVENTION 

used in FIG. 1 is shown in FIG. 2. There is shown a Accordingly, a layered session data unit frame is 

frame (200), whose total bit length (261) may be, for 55 provided. The invention may be understood with refer- 

instance, 3344 bits. The total frame (200) comprises an ence to the prior art frame structure (200) depicted in 

encrypted voice and application data (209) of 2704 bits, FIG. 2 as comprising a session data unit, and FIG. 3, 

a 48 bit synchronization mark (101), a 64 bit network which depicts a first embodiment (300) of the invention, 

access code (103), a link control field (205) comprising as comprising two (2) link data units. Hereinafter, a 

240 bits, and an encryption synchronization field (207) 60 session data unit will be referred to as "SDU" and a link 

of 288 bits. Hereinafter, the encryption synchronization data unit will be referred to as "LDU". 

field (207) is alternately referred to as "esync". Briefly, according to the invention, the SDU user 

As is known, in order to efficiently provide RF link information (209) comprising encrypted voice and ap- 

signalling requires that short address fields be inserted plication data is divided into two portions (211, 213). 

as frequently as possible to allow the RF link to be 65 These portions (211, 213) are arranged to form a first 

controlled. This includes endpoint addressing, link es- LDU (321) and a second LDU (323), the first LDU 

tablishment, and link disconnect. To efficiently provide (321) having its own synchronization mark (101) and 

crypto sync, comparatively large synchronization fields network access code (103), and the second LDU (323) 
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having its own synchronization mark (201) and network field (207) of the frame (200) of FIG. 2 includes 288 bits, 

access code (203). The link control field (205) is then these being distributed throughout the second infonna- 

divided into a plurality of sub-fields and imbedded into ton field area (213) of the frame (300) of FIG. 3 then 

the first LDU encrypted voice/data information field the total length of the second irifbrmation area (213) is 

(211), the individual sub-fields distributed through the 5 1280+ 288=1568 bits. 

length of the field (211) in a generally uniform fashion. Conventional technology in use today attempts to 

For mstance the fields may be separated by 30 msec compromise between the requirements of crypto sync 

VSELP words such that vo.ce may be produced during othcr embedded signals such as repeater addressmg. 

the transmission of the field without any audio delay. In Typically, all signals are periodically inserted into the 

like manner flie encryption field (207) is also divided 10 c Zncl at the slune basic^te into the^meba^dau 

into a plurality of sub-fields and imbedded into the sec- structure. By layerinn the data structure into 2hn«« it 

BRIEF DESCRIPTION OF THE DRAWINGS 15 « sub-dividing the larger data frames used for crypto 
FIG. 1 shows an RF communication system. I^j* 0 for optimizing data link layer 

FIG. 2 shows a data frame, as in the prior art. "ct^w . , , . . [ . 

FIG. 3 shows a first embodiment of a layered session ™1 J * ? owin S 

data unit frame, in accordance with the present inven- 20 SS!f K^^ViS u ™ «™~ 

ti 0n (2*3) of the frame (300) of FIG. 3. Note that each frame 

FIG. 4 is a further view of the first embodiment. m 213) m ^ lu ^? its OWn svnc <W ») and 

network access code field (103, 203). Further note that 
DETAILED DESCRIPTION OF THE the link control fi e ld (205 ) comprising 240 bits are bro- 

INVENTION 25 ken down mtotour^ 407, 411, and 415) 

Referring now to FIG. 3, it will be appreciated that respectively ^018000^^^..^. 72 bits, and 24 
one aspect of this structure (300) is that data is split into blts ' M sbown ' ^ hn^ptrol sub-fields (403, 407, 411 
two (2) layers of organization, a session layer and a data 415 ) m ^onnly distributed throughout the first 

link layer. In the session layer the date is arranged in a frame area (211). Also note that the esync field (207) 
session data unit (hereinafter "SDU") which is designed 30 «»»P™mg 288 bits are broken down into four (4) sub- 
for the convenience of higher layer functions such as fieWs £ 03 » W7 » 511 » 515 containing 72 bits each. As 
VSELP and encryption. In the data link layer the data shown, the esync sub-fields (503, 507, 511 and 515) are 
is arranged into link data units (hereinafter "LDU") for uniformly distributed throughout the second frame area 
the convenience of lower level functions, primarily 01 LDU (213). 

those found in RF repeaters and base stations. 35 For applications where encryption is not required, 

Using the SDU-LDU nomenclature, it may be said esync field (207) will not be used. As a result, the 

that the structure (300) of FIG. 3 comprises two (2) second frame area or LDU (213) may contain a second 
LDU's, with the corresponding SDU comprising the iink control field. In this case, the sub-fields (503, 507, 
link control (205), the esync (207), and the encrypted 511 wiN contain link control information in- 

voice and application data (209), as shown in FIG. 2. It 40 stcad <?f esync information. 

thus will be appreciated that a SDU (such as that of Thus, a first frame or SDU, containing user informa- 
FIG. 2) can be split and transported into 2 or more tion * a hnk control field and an encryption field, is di- 
LDU's (such as that, of FIG. 3), with one-half of each ^ded into a plurality of smaller frames or LDU's, each 
SDU being transported into each LDU. having an information field and designated a link data 

Although FIG. 2 and FIG. 3 depict the LDU's being 45 The SDU user information is allocated into the 
of equal size, that is, containing an equal number of bits, information fields of the plurality of LDU's, The SDU 
symbols, or words, it will be appreciated that the SDU linlc control field is divided into a plurality of sub-fields 
of FIG. 2 may be divided into LDU's of different or and imbedded into the information fields of a first group 
non-equal size. With such an arrangement, the first of LDU's. The SDU encryption field is divided into a 
LDU would contain a different number of bits, symbols, 50 plurality of sub-fields and imbedded into the informa- 
or words than the second LDU. It will further be appre- tk>n fields of a second group of LDU's. The sub-fields 
dated that the SDU of FIG. 2 may be divided into a may be uniformly distributed throughout the LDU's. 
number of component LDU's other than two. For in- For a voice coding example, the sub-fields may be sepa- 
stance, the SDU of FIG. 2 might be divided into three rated by 30 msec words such that voice may be pro- 
(3) or more LDU's. In another instance, the SDU of 55 duced during the transmission of the field without any 
FIG. 2 might be divided into twelve (12) LDU's. audio delay. 

Thus, assuming the encrypted information field or What is claimed is: 
area (209) of the frame (200) of FIG. 2 contains 2608 L In an RF communication unit arranged to commu- 
bits, then a first portion of these, or 1328 bits, appear in nicate with a base radio station by transmitting signals 
the first information field or area (211) of the frame 60 over an RF channel 16, the signals arranged to form one 
(300) of FIG. 3, with the remainder, or 1280 bits, ap- or more frames, and where the RF communication unit 
pearing in the second information field or area (213) of comprises, information to be transmitted, the informa- 
the frame (300) of FIG. 3. Further, assuming the link tibn comprising a link control field, an encryption field 
control field (205) of the frame (200) of FIG. 2 includes and a user field, wherein the user information is en- 
240 bits, these being distributed throughout the first 65 crypted, a method of forming a frame comprising the 
information area (211) of the frame (300) of FIG. 3, then following steps: 

the total size of the first information area (211) of FIG. (a) dividing the user field into a first area and a second 
3 is 1328 +240= 1568 bits. Likewise, assuming the esync area; 
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(b) imbedding the link control field for the purpose of 15. The method of claim 14 wherein the second area 
addressing in the first area; and contains a synchronization Meld and a network access 

(c) imbedding the encryption field in the second area. code field. 

2. The method of claim 1 further comprising the steps 16- The method of claim 12 further comprising the 
of: 5 steps of: 

(cl) dividing the encryption field into several sub- (M) dividing the link control field into several sub- 
fields; and, fields; and, 

(c2) distributing_these sub-fields throughout the sec- distributing these sub-fields throughout the first 

ond area. arca - 

3. The method of claim 2 further comprising the step 10 17 ' **** method of claim 16 ftmhcr comprising the 
of distributing the encryption sub-fields throughout the stc P ? f distributing the link control sub-fields through- 
second area in a generally uniform fashion. 0U , t 0 th lT irst «? m a generally uniform fashion. 

4. The method of claim 3 further comprising the step 1 ?*. The mtfh J* ? f ?™ " W *f cm ** 
of dividing the encryption field into four (4) sub-fields J5 Sfidd SynChrOIUZatIOn fieW *** * nCtWOrk 

su^dc^nS 11 2T 4 WhCrCiD ^ CnCryPti ° n 19 - communication unit arranged to comma. 

su^fieldconUuns72 b ts ; nicate with a base radio station by transmitting signals 

6 The method of claim 3 wherein the second area over an RF channel 16, the signals arranged to formone 

contains a synchronization field and a network access or more frameSt md whcrc ^ Rp communication unit 
code field. 20 comprises information to be transmitted, the informa- 

7. The method of claim 1 further comprising the steps t ion comprising a link control field, an encryption field 
°* : and a user field, wherein the user information is en- 

(bl) dividing the link control field into several sub- crypted, the RF communications unit arranged for 
fields; and, forming a frame, the frame comprising: 

(b2) distributing these sub-fields throughout the first 25 a plurality of data units, each containing information 
area. fields containing user information; 

8. The method of claim 7 further comprising the step a first group of said plurality of data units including 
of distributing the link control sub-fields throughout the link control information for the purpose of address- 
first area in a generally uniform fashion. ing arranged in sub-fields that are imbedded in the 

9. The method of claim 8 further comprising the step 30 information fields of the member data units; and 
of dividing the link control field into four (4) sub-fields. a second group of said plurality of data units includ- 

10. The method of claim 9 wherein the first three (3) m B encryption information arranged in sub-fields 
sub-fields contains 72 bits each, and the fourth sub-field ^ m imbedded in the information fields of the 
contains 24 bits. member data units. 

11. The method of claim 8 wherein the first area 35 20 ^ RF communication unit of claim 19 wherein 
contains a synchronization field and a network access ™ e ^rf^ m distributed throughout the infonna- 
CQdc f ie j d tion fields in a generally uniform fashion. 

12. The method of claim 1 wherein the first and sec- * L ^ " communication unit of claim 20 wherein 
ond areas are of unequal size, that is, the number of bits ^ J* " °° m ^ v0lce words ' 

or symbols contained in the first area is not equal to the 40 Sh^?!^ T~ W ° r * S 

u. i ne metnoo 01 claim « runner comprising the a . The RF communication unit of claim 21 where 

**F\? l (J . . ^ fJ . * « the words are encoded by the VSELP algorithm, 

(cl) dividing the encryption field into several sub- 45 23. The RF communication unit of claim 22 where 
fields; and, the data m of g enera u y ^ ^ ^ 

(c2) distnbutmg these sub-fields throughout the sec- contain substantially the same number of bits, symbols, 

ond area. or words. 

14. The method of claim 13 further comprising the 24. The RF communication unit of claim 23 where 
step of distributing the encryption sub-fields throughout 50 the plurality of data units is twelve (12). 
the second area in a generally uniform fashion. * • • * * 
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